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Elliptic curves over finite field can be used to implement secret exchanging
scheme. This technique provides equivalent security level as RSA cryptogra-
phy, but with shorter key length. Having shorter key length means smaller
bandwidth and memory requirement. In some applications, these might be
critical factors. Another advantage is that there are many curves available
to be chosen. Consequently, the curve can be changed periodically for extra
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Abstract

The aim of this report is to illustrate the issues in implementing
a practical elliptic curve cryptographic system. Before doing the im-
plementation, I will review group operation defined on elliptic curve
over finite field. From that perspective, the efficiency of elliptic curve
cryptographic system can be improved in two steps. The first step
is to find a good representation of field element such that arithmetic
over finite field can be done with less efforts. The other one is to
find a good representation of point on elliptic curve such that time
consuming field operation could be avoided. These two steps will be
discussed in detail. Finally, we will implement a simple public key
elliptic curve cryptographic system and show how computation time
can be saved by applying these techniques.

Introduction

security.



The points on an elliptic curve form a group. The associated group oper-
ation involves arithmetic operations over underlying field. The field addition
is easy to implement, both in hardware and in software. There has been much
interest in the design of fast multiplication and fast inversion over GF'(2").
In this report, I will discuss how group operation on elliptic curve can be
accomplished efficiently.

The reminder of this report is organized as follows. Section 2 presents
a brief summary of elliptic curve over finite fields. In section 3, we talk
about using normal basis representation to perform arithmetic over finite
field. Based on normal basis representation, we describe projective coordi-
nates in section 4. Finally, experiment results show improvement achieved
by applying normal basis and projective coordinates.

2 Elliptic curve over Galois fields
First, let’s start with the general form of elliptic curves,
y2 + a2y + azy = 23+ axx® + agr + ag
Usually, they are categorized into following two versions,
Y? +ay = 2% + agr® + ag (1)

or
vV 4y =2+ ax + ag (2)

The elliptic curves of the second form, Equation (2), is called supersingular
curve. These curves have the advantage that they can be computed quickly.
However, because of their special properties, their corresponding discrete
logarithm problem is relatively easy to solve. That makes supersingular
curves unsuitable for cryptographical purpose.

Equation (1) is called non-supersingular curve. To date, no attacking
method takes less than exponential time. Therefore, they are excellent for
cryptography.

The points on elliptic curve together with a point at infinite form a group.
For elliptic curves over real number, the associated group operation can be
visualized in terms of their geometrical relationship [5]. To implement a
cryptographical system, we will focus on the case where elliptic curve over
GF(27). It leads us to efficient software and hard ware implementation.

2



Unfortunately, the group operation over GF(2") is hard to visualize. It
also require a lot of algebra to derive its formula. Here, I will skip all the
derivation and only state the results. Based on these results, it will be very
easy to understand the implementation issues.

Given two points, P and @), on a elliptic curve, group operation is defined
as

P+Q=R

Let (z1,y1), (72,y2) and (x3,y3) denote the coordinates of P, ) and R respec-
tively. Then, x3,y3 can be expressed in terms of x1,y1, 2 and yo as below:

if P4 Q:

0 — Y2 — W1
T2 — X1
T3 =0"+0+ 1 + 22+ ay
ys = 0(r1 + 23) + 13 + U1
if P=Q: "

9:$1+—
Ty

T3 = 92 -+ 9 + (05}
ys = 1 + (0 + 1)ag
They are called point addition and point doubling on elliptic curve. In the

elliptic curve cryptographic system, we will send multiplication of point over
a unsecured channel. Multiplication of point can be computed efficiently
using only point addition and point doubling. For example,

15P = P+2(P +2(P + 2P))

Now, it should be very clear that point doubling and point addition are the

fundamental operations in elliptic curve cryptographic system. These two
operations involve multiplication, division, addition, subtraction and squar-
ing over GF'(2"). So, our goal is to implement the arithmetics over GF(2")
with minimal hardware or software complexity.



3 Arithmetics over GF'(2")

GF(2™) can be viewed as vector space of dimension m over GF'(2). That is,
there exist a basis ap, a1, . . ., @,_1 such that each a € GF(2") can be written
uniquely in the form

n—1
a= g a;a;, where a; € {0,1}
i=0
We can also represent a as a vector (ag,ay,...,a,-1). In hardware, a field

element is stored in an array of length n. Addition of field element is ac-
complished by bitwise XOR operation. Because vector space is over GF(2),
subtraction of field elements is exactly the same as addition of field elements.

3.1 Normal Basis

A normal basis in GF(p™) is a basis of the form {61”0, Bt get L Bpnfl}. It is
well known that a normal basis exists in every finite field. Every B € GF(p")
may be uniquely expressed in terms of

n—1
p=Sur
=0
Further, let
n—1 n—1
A=) ap,C=) cp”
i=0 i=0

and
C=AB
Now
n—1 n—1 _ _
C = aibjﬂplﬂpj
i=0 j=0
Since we can write ,
g =3 At (3)
k=0



Substitution yields
n—1 n—1
o o
i=0 j=0
Define a matrix Ty as follows: Index the rows of T by the ordered pairs
(7,7). In row (4,7), column k put )\g?.
From now on, we consider the special case where p = 2. This leads us
to design an efficient implementation. Let A = (a,_1, ..., a1, ag) denote the

coordinate vector for A in the normal basis. Because the property of normal
basis, we have

A2 - (an—Qa -eey G, an—l)

2m
AT = (an—m—la ooy Qp—m+1, an—m)
where the subscripts are taken modulo n. This is an amazing result be-

cause square of field element can be calculated by circular shifting. Many
implementation techniques are based on exploiting this property.
By raising both side of (3) to the power of 27 then

n—1l n—1

i v o . . k kE—m

(ﬁQ ﬁ?J)Q — 62 /BQJ = Z )\Eli)m’]—mﬂz = Z )\5,13)52
k=0 k=0

Equating the coefficients of $2° in the above equation, yields

A0y (m) (5)

1—m,)j—m 1,7

Therefore Equation (4) can be written as

n—1n—1 n—1n-1
_E :§ : § :E : (0)
C, — a; bJAz kj— ai+kbj+k)\i,j
i=0 j=0 i=0 j=0

Therefore, ¢, is obtained from m—fold cyclic shift of the variables involved.

3.1.1 Optimal normal basis

An Optimal Normal Basis (ONB) [4] is one with the minimum number of
nonzero terms in Equation (4). This value was proved to be 2n —1 [1]. Since

(@)



it allows multiplication with minimum complexity, such a basis normally
leads to a more efficient hardware implementation.

There are two types of optimal normal bases [4], namely Type I and Type
II. In the following sections, we show the conditions under which optimal
normal basis exist and the procedures for constructing multiplication table.

3.1.2 Typel
For Type I, there exists an optimal normal basis if
1. n+4+11is a prime
2. 2 is a primitive in GF(n + 1)
To implement multiplication, we need to find )\;kj) in Equation (4). According

to Equation (5), we only need to solve for )\l(»g-) and then the whole multipli-

cation table can be derived from )\Z(»g-). For type I ONB, )\Eg) = 1iff 4, j satisfy
one of the following two conditions [5],

20492 =1 modn+1
204929 =0 modn+1

Using these two condition and Equation (5), building multiplication table is
simple and efficient. The multiplication table of GF(2?) is shown in Table 1.

3.1.3 Typell
For Type II, an optimal normal basis exists if
1. 2 is primitive in Zsg, 1, Or

2. 2n+1is a prime congruent to 3 modulo 4 and 2 generates the quadratic
residues in Zg, 1.

For type II ONB, )\?J = 1 iff 4,5 satisfy one of the following conditions

[5],
2042 = 41 mod2n+1
20 +27 = —1 mod2n+1
20 -2/ = 41 mod2n+1
20 -2 = —1 mod2n+1



Table 1: Multiplication table of Type I ONB, GF(2*)

k

W W W WNONNNNDEFE R~ RO OO O
WN R OWN B~ OWN — OWN - O
— O R OO0 R R KR EFR,ROOO~OOoOlo
O = = Ol OO Pk OOOoOO O |-
OO =IO OO KFKFE O OO O|N
OO R OO O RFKFOORORFMFE O||WwW

Again,using these condition and Equation (5), building multiplication
table is straight forward.

3.2 Fast Inversion

Using normal basis representation, square of a field element is very easy to
calculated. That is just a rotation. Based on this nice property, Itoh and

Tsujii [2] proposed an efficient method for computing inverse of field element.
Observe that if a € GF(2"),a # 0, then

— n__
a-l = g2"-2

This is the result from Fermat’s Theorem. Now, let’s look at the exponent.

It can be factored as
2" —2=2(2""1 1)
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That means we can calculate a®"~ =Y first and then square it. Then, if m is

odd, we have
2n—1 — 1= (2(77,—1)/2 + 1)<2(n—1)/2 o 1)

Therefore, it takes only one multiplication once a2"""?=1 has been com-
puted. If n is even, we have

on—l 1 =2(2"2/2 L 1)(2D/2 _ 1) 4+ 1

—2)/2_
=2/2-1 1135 been com-

and consequently it takes two multiplications once a?
puted. The procedure is then repeated recursively.

It can be shown that this method requires |logy(n — 1)] +w(n — 1) — 1
field multiplications, where w(n — 1) denotes number of 1’s in the binary

representation of m — 1.

4 Projective Coordinates

Even though there are special techniques for computing inverse in GF'(2"), a
field inversion is still far more expensive than a field multiplication. It may
be of computational advantage to avoid inversion. This is done with the use
of projective coordinates [3].

4.1 Basic facts

A projective coordinate is defined such that (X3,Y, Z7) and (X, Ys, Z5) are
said to be equal if they are related by X7 = AX5, Y] = A\Y5, Z7 = A2, A # 0.
Note that if a point P = (X,Y, Z) has nonzero Z, then P can be represented
by the projective point (z,y,1), where x = X/Z and y = Y/Z.

An equation f(z,y) = 0 corresponds to an equation F(X,Y,Z) = 0,
where F'is obtained by replacing x = X/Z, y = Y/Z, and multiplying with a
power of Z to clear the denominators. In particular, the projective equation
of y> + zy = 23 + ax® + b is given by

IY?+ XYZ = X3+ aX?Z+ 073

If Z = 0 in this equation, then X3 = 0, i.e., X = 0. Therefore, (0,1,0) is
the only projective point that satisfies this equation. This point is called the
point at infinity and denoted as O.



To convert a point (x,y) to projective coordinate, one sets X = z-Z,Y =
y-Z,Z = Z. For elliptic curve over GF(2"), the rule to negate a point
P = (z,y) is

—P = (v, +v)

So, the projective coordinate of —P is given by (X, X + Y, 7).

Let By = (Xo, Yy, Zo) and P, = (X3,Y1,1) be two different points on
elliptic curve and assume that P, # O and P, # —F,. The adding formula
in projective coordinate is

(X07}/E)7 ZO) + (Xlamy Zl) = (X27}/2a Z2)

X, = AD
Y, = CD+ A*(BX, + AYp)
Zy, = A*Z,
and where
A = X1Z0—|—X0
B = YiZy+Y,
C = A+B
D = A*A+aZy)+ ZyBC

This addition can be done in 13 field multiplications, which is more than the

2 field multiplications required when using affine coordinates. However, we
usually save computation time by not performing field inversion. The gain
occurs at the expense of memory space, as we now need extra registers to
store intermediate results.

The doubling formula in projective coordinate is

<X071/E)7 ZO) + <X07}/E)7 ZO) = (X27}/27 Z2)

X2 = AB
Y, = X{A+B(X?+Y1Z, + A)
Z, = A3



where

A - X1Z1
B = bz} + X}

Therefore, point doubling can be done in 7 multiplications, which again is

usually an improvement on the formulae with affine coordinates which needs
1 inversion and 2 multiplications.

4.2 Improved projective coordinate

In [3], the authors derived the new formula for adding points in projec-
tive coordinates. The improved projective coordinate is defined such that
(X1,Y1,71) and (Xs,Ys, Z5) are said to be equal if they are related by
X1 = AXo, Y1 = N5, Z) = My, A # 0.

An equation f(z,y) = 0 corresponds to an equation F(X,Y,Z) = 0,
where F is obtained by replacing r = X/Z, y = Y/Z?, and multiplying with
a power of Z to clear the denominators. In particular, the projective equation
of y> + zy = 23 + ax® + b is given by

Y2+ XYZ=X>Z+aX?>Z%+b7"

If Z = 0 in this equation, then Y2 = 0, i.e., Y = 0. Therefore, (1,0,0) is the
only projective point that satisfies this equation. Hence O = (1,0,0) is the
point at infinity when using improved projective coordinates.

Let Py = (Xo, Yo, Zp) and P, = (X3,Y1, Z1) be two different points on
elliptic curve. The adding formula in improved projective coordinate is

<X07}/E)7 ZO) + <X17}/17 Zl) = (X27}/27 Z2)

Xy = C°+H+G
Yo = H-I+2,-J
Zg = F2

where
AOZYE'ZOZ, C:A0+A1, G:D2'(F—|—(ZE2),
Alz}/b'ZIQ, D:Bo+Bl, H:CF,
BOIXl'Zo, E:ZO'Zl, I:DZ'B()'E—FXQ,
Bi=Xy-%, F=D-E, J=D% Ay E+ X,
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During the computation of point multiplication, we keep doing point doubling
and also adding base point when it is necessary. The Z coordinate of base
point is 1. Hence we are more interested in this special case. The point
adding formula for Z; = 1 is given by:

(X07 %7 ZO) + (Xb Yla 1) = (X27 }/27 ZQ)

Xy, = A4+ D+E
Y, = E-F+27,-G
Z2:C2

where

A=Y, Z2+ Yy, E=A-C,

B =X - Zy+ Xo, F=Xy+ Xy 2o,
C:ZO'B, G:X2+)/1'ZQ,
D =B?-(C+aZ}),

Point addition in improved projective coordinate can be done in 13 field mul-
tiplications. If Z; = 1, then only 10 field multiplications are required which
is less than the field multiplications required when using original projective
coordinates. However, the gain occurs at the expense of using more memory
space.

The doubling formula in improved projective coordinate is

<X17}/17 Zl) + <X17}/17 Zl) = (X27}/27 Z2)

where

Zy = 7Z7-X%,
X, = X{+b-7{,
Yo = b2} Zo+Xo-(a-Zy+ Y2+ b-Z}).

The improved projective doubling algorithm requires 5 field multiplications.
Since it takes 2 field multiplications less than the previous projective dou-
bling algorithm, we obtain an improvement of about 30% in general. The
number of multiplications and squarings required to perform an elliptic group
operation for various kinds of projective coo is listed in Table 2.
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Table 2: The number of operations for different kinds of projective coordi-
nates

Projective Doubling Adding Cost of 2°P +
coordinates || fMult. | gSqr. || iMult. [ §Sqr. || fMult. | #Sqr.
(x/z,y/2%) | 4 5 9 4 29 29
(x/2%y/2%) || 5 5 10 4 35 29
(x/z,y/2) 7 5 12 1 47 26

5 Software Implementation

The running time obtained with software implementation is presented in this
section. The platform consisted of a 2.8G Hz Pentium processor, windows
XP and visual C++ 6.0.

As in most texts on cryptography, we said Alice wants to share secret
with Bob. Diffie-Hellman scheme can be described as follows. Let k, be
Alice’s private key and k;, belongs to Bob. Alice compute public key P, and
send it to bob.

P,=k,B

where B is base point. Bob also compute public key P, and send it to Alice.
P, =k,B
Then, they both compute the shared secret P.
Py = ku(kyB) = ky(koB)

We use the running time required to do all these computation, specifically
computing public keys and share secret, as a metric to compare different
implementation techniques.

There are many useful software routines for elliptic curve cryptography
in [5]. Diffie-Hellman scheme is built based on these routines. Then, running
times are measured under following conditions:

e Use Optimal Normal Basis as representation of field elements.

e Use Optimal Normal Basis as representation of field elements and pro-
jective coordinate as representation of point on a elliptic curve.

12



-©- ONB
6 —— ONB + Proj. Coord.
—— ONB + Improved Proj. Coord.

N
T
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w
T
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Figure 1: Running time for n = 89,134,179, 230, 278, 330, 386. ONB stands
for Optimal Normal Basis.

e Use Optimal Normal Basis as representation of field elements and im-
proved projective coordinate as representation of point on a elliptic
curve.

Here, we choose the finite fields GF'(2") where optimal normal basis exist.
The resulting running times are shown in Figure 1. By using projective
coordinate, the time consuming field inversion can be avoided. Hence running
time is reduced as we can see in Figure 1. We can further reduce running
time by applying improved projective coordinate. The improvement can also
be observed in Figure 1. The results are what we expect from theoretical
point of view.
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6 Conclusion

Sometimes, implementation is not a trivial task even though you know the
mathematics very well. For example, implementation of Fast Fourier Trans-
form in C language is not so easy for most of the engineering students.
Implementation of elliptic curve cryptography is a similar situation. Hence,
finding some software routines to begin with will save you lots of time. For
those who are interested in implementing elliptic curve cryptography in com-
puter, [5] is an excellent starting point. It provides complete set of software
routines for elliptic curve cryptography. Based on these routines, it is very
easy to implement advanced techniques and see how it works. In this report,
I implement Diffie-Hellman scheme and use it as test platform for different
implementation techniques. The results give us direct comparison on perfor-
mance of different implementation techniques.
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